JOB DESCRIPTION
POST:


Windows 11 Deployment Engineer
POST REF:




SCHOOL/ DEPARTMENT:


Innovation and Technology Services (ITS)
GRADE:
 

5
REPORTING TO:

Infrastructure Deployment Team Lead
MANAGEMENT RESPONSIBILITY:     
None
JOB PURPOSE:

York St John University is embarking on two major technology programmes, a University-wide hardware refresh and Windows 11 rollout, and the full IT and AV infrastructure fit-out of our newly acquired King’s Manor site.
The Windows 11 Deployment Engineer will have a hand-on part in the refresh of over 1,000 campus computers and/or peripherals from Windows 10 to Windows 11 and will be supporting the rollout of mobile computing devices across the university. This role is responsible for preparing and configuring devices, delivering them in person, and providing a personalised 1:1 handover and user onboarding experience to ensure a smooth transition. The engineer will also manage the removal and secure disposal of old equipment, maintaining accurate records in line with the university’s asset management processes. Effective stock control and adherence to deployment schedules are critical to delivering a seamless upgrade that enhances the digital experience for staff and students.
The role will require the frequent handling, carrying and movement of equipment and is campus-based in York, with occasional travel to our London campus.

The post holder will develop excellent working relationships and maintain the high reputation of the department across the University. 

DUTIES AND RESPONSIBILITIES:

· To contribute to the development and delivery of IT service delivery plans that encompass all areas of the ITIL service lifecycle for the services within the remit of the role (including but not limited to design and transition, supplier management, finance management, capacity, availability, security management, change, problem, incident and request fulfilment).
· To contribute to IT Service Management in at least one IT Service within the Networks and Infrastructure function including the collaborative design, development, maintenance and support of the University’s business, learning and teaching systems, IT Infrastructure, media services, desktop, mobile devices, applications and technology environments.
· Contribute to the installation, maintenance, development and upgrading of the Universities Networks and Infrastructure services and communications systems and provide appropriate related technical support, help, training and advice.
· To provide technical support for the services of all elements of IT services within the remit of the role and ensure outstanding service quality.
· Support first line support with the allocation, escalation and resolution of loss of service notifications, incidents and change requests.

· Ensure that appropriate audit and security procedures are complied with at all times, contribute to the continual development of the Universities Cyber Security Processes and practises.
· Maintain accurate documentation and records using University systems in accordance with departmental and University policies and procedures
· Maintain knowledge of emerging technologies and use this expertise to support the development of the digital strategy
· Support the development and delivery of ITIL practises/processes.
· To provide IT support to meet the University’s needs both during the normal working day and, where necessary, out of hours to cover key business processes, conferences and events.
· Ensure standard operating procedures, methods and plans adhered to. Maintain and produce appropriate documentation on IT services and facilities to ensure customer service, business continuity and the management of risk.
· Collaborate with colleagues within ITS and across the wider University community to manage, enhance, develop, test, implement and support IT systems and their associated user experience.
· Attend conferences, training events and represent the University on relevant external bodies.
Plus
· Any other duties as may reasonably be required.

· Ensure that the highest standards of professional performance are maintained

· Ensure compliance with relevant legislation and statutory codes of practice, as advised

· Participate in the arrangements for performance review
· Ensure that professional skills are regularly updated through participation in training and development activities

· Ensure all University policies are implemented within the remit of this post
HEALTH & SAFETY
Under the Health & Safety at Work Act 1974, whilst at work, members of staff must take reasonable care for their own health and safety and that of any other person who may be affected by their acts or omissions. 


PERSON SPECIFICATION



POST TITLE:


Windows 11 Deployment Engineer 

SCHOOL/ DEPARTMENT:
ITS
The Person Specification focuses on the knowledge, skills, experience and qualifications required to undertake the role effectively. 

	REQUIREMENTS

The postholder must be able to demonstrate:
	ESSENTIAL (E)

DESIRABLE (D)

	MEASURED BY:

A     Application form

I      Interview

T/P Test/Presentation

	EDUCATION/TRAINING

(Academic, vocational/professional and other training)

	Education to relevant degree level or significant relevant experience.

	E
	A/I



	A technical ICT qualification such as CCNA, MCSE.

	D
	A/I



	A foundation level qualification in ITIL or PRINCE2 or similar.

	D
	A/I



	KNOWLEDGE & EXPERIENCE

(e.g. report writing, office experience, Microsoft office)

	General and demonstrable all-round experience of ICT systems and networks, including a good understanding of ICT architectures.

	E
	A/I



	Experience in managing network, storage and servers in a virtualised environment.

	E
	A/I



	Experience in the management of a backup infrastructure for a medium-scale enterprise.
 
	E
	A/I



	Experience of Windows Server administration.

	E
	A/I



	Experience of deploying the Windows desktop to an enterprise environment utilising Microsoft System Center technologies.

	E
	A/I



	Experience of systems monitoring in an enterprise environment.

	E
	A/I



	General and demonstrable understanding of managed desktop systems and the challenges of their deployment in an enterprise.

	E
	A/I



	Experience of automating administrative tasks using scripting languages such as PowerShell. 

	E
	A/I



	Experience or managing mobile technologies and an appreciation of the role they play in a modern ICT environment.

	D
	A/I



	An appreciation of audio/visual and non-computing technology and how it may be used in a learning and teaching environment.

	D
	A/I



	Experience of Apple devices and their management in an enterprise environment.

	D
	A/I



	An understanding of working with desktops in a secure network environment.

	D
	A/I



	An understanding of ICT security and information security principles.


	D
	A/I



	Experience working in an environment that employs a formal workflow and project management methodologies.


	D
	A/I



	An appreciation of and willingness to work with Linux and open source technologies.

	D
	A/I



	SKILLS/ATTRIBUTES
(e.g. communication, interpersonal, decision-making, problem-solving, team player, reliable)

	Ability to work supportively and collaboratively with colleagues across the Information Learning Services department and the University.

	E
	A/I



	Excellent interpersonal skills and ability to interact at all levels within the University.

	E
	A/I/P



	Strong written and verbal communication skills with technical and non-technical colleagues and users.

	E
	A/I/P



	Ability to work effectively as part of team and on an individual basis as required.

	E
	A/I



	Be proactive, have initiative, drive and flexibility, self-motivated and able to work independently where appropriate.

	E
	A/I



	Organised, analytical, and logical approach to problem solving.

	E
	A/I



	Ability to function in a high expectancy and high demand position and to work with a professional, customer driven approach.

	E
	A/I



	Prepared to undertake further professional development and training as appropriate to the work.

	E
	A/I



	Willing to be adaptable in areas of skill and expertise in accordance with the University’s technology strategy and business requirements.

	E
	A/I



	BEHAVIOURS
Behaviours will be tested at interview against the Contribution Framework (available on the recruitment web site under Our Culture & Values - Values & Principles) www.yorksj.ac.uk/values-and-principles

	Leading myself and others

Delivering a great service

Taking a professional approach

Working together as a team


	E

E

E

E
	I

I

I

I

	SPECIAL FEATURES

(e.g. Travel, DBS)

	Physical handling of heavy equipment, within manual handling guidelines.

Flexible working required, which may include evenings and weekends on occasion to support the needs of the organisation at key times of year in the academic year.

May require travel and overnight stays to other University sites such as our London campus.



This is not a comprehensive definition of the post. Postholders are expected to undertake any work that comes with the remit of the post’s main objective. This job description will be kept under review and may be changed at any time subject to consultation with the postholder.




















